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March 21, 2017
Re: Notice of Data Breach

Dear :

personal information. We take this incident very seriously and are providing you with informat®n and
access to resources so that you can protect your personal information, should you feel it is approptiate to
do so.

I am writing to make you aware of a recent email spoofing attack that may affect the security E}f your

What Happened? On March 8, 2017, we discovered that our company was the victim of anf email
spoofing attack on January 18, 2017, by an individual pretending to be our Chief Financial Offiger. A
request was made from what appeared to be a legitimate Schurman Retail Group (“SRG”) email gddress
for all 2016 SRG employee Form W-2 information. Unfortunately, copies of all 2016 employde W-2
forms were provided before we discovered that the request was fraudulent. We have been wprking
tirelessly to investigate and to mitigate the impact of the attack since we discovered the fraudulent|nature
of the request.

What Information Was Involved? A file, including a copy of your IRS Tax Form W-2, was §ent in
response to the fraudulent email. An IRS Tax Form W-2 includes the following categoties of
information: (1) the employee’s name; (2) the employee’s address; (3) the employee’s Social S¢curity
number; and (4) the employee’s wage information. Other than the information contained on the IRS
Tax Form W-2, no personal financial information was emailed to the external email account.

What We Are Doing. The confidentiality, privacy, and security of our employee information is jone of
our highest priorities. SRG has stringent security measures in place to protect the secufity of
information in our possession. At this time, we have no evidence that the individual who s¢nt the
fraudulent email accessed our computer network or that our IT systems were otherwise compromised by
this attack. In addition, as part of our ongoing commitment to the security of personal information in
our care, we are working to implement additional safeguards and provide additional mandatory tfaining
to our employees on safeguarding the privacy and security of information on our systems. Wg have
contacted the IRS and will be contacting the relevant state Attorneys General.

As a precaution for those individuals affected by this incident, we have arranged to have AllClgar 1D
protect your identity for 24 months at no cost to you The cost of this service will be paid for by SRG.




TEPS Y AN TAKE TO PREVENT IDENTITY THEFT AND FRAUD

While we continue to investigate this incident, you may take direct action to further protect against

possible identity theft or financial loss.

As an added precaution, we have arranged to have AliClear ID protect your identity for 24 monthd
cost to you. The following identity protection services start on March 14, 2017 and you can use th
any time during the next 24 months.
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AllClear Identity Repair: This service is automatically available to you with no enrollment required. If a
problem arises, simply call 1-855-550-6944 and a dedicated investigator will help recover finhncial

losses, restore your credit and make sure your identity is returned to its proper condition.

AliClear Credit Monitoring: This service offers additional layers of protection including |credit
monitoring and a $1 million identity theft insurance policy. To use this service, you will need to provide
your personal information to AllClear ID. You may sign up online at enroll.allclearid.com or by phone

by calling 1-855-550-6944 using the following redemption code: 1458670393.

Please note: Additional steps may be required by you in order to activate your phone alerts and

monitoring options.

We encourage you to file your tax return as soon as possible, if you have not already done so. Yq

U can

also contact the IRS at www.irs.gov/Individuals/Identity-Protection for helpful information and
guidance on steps you can take to prevent a fraudulent tax return from being filed in your namg and
what to do if you become the victim of such fraud. You can also visit www.irs.gov/uac/Taxpayer-

Guide-to-Identity-Theft for more information.

We encourage you to remain vigilant against incidents of identity theft and fraud, to review|
account statements, and to monitor your credit reports and explanation of benefits forms for susp

your
cious

activity. Under U.S. law, you are entitled to one free credit report annually from each of the three major
credit reporting bureaus. To order your free credit report, visit www.annualcreditreport.com or call, toll-

free, 1-877-322-8228. You may also contact the three major credit bureaus directly to request
copy of your credit report.

At no charge, you can also have these credit bureaus place a “fraud alert” on your file that
creditors to take additional steps to verifv your identity prior to granting credit in your name.
however, that because it tells creditors to follow certain procedures to protect you, it may also

confirms your fraud alert, the others are notified to place fraud alerts on your file. Should you
place a fraud alert, or should you have any questions regarding your credit report, please contact an|
of the agencies listed below.

your ability to obtain credit while the agency verifies your identity. As soon as one credit \%reau

Equifax Experian TransUnion

P.0. Box 105069 P.O. Box 2002 P.0. Box 2000
Atlanta, GA 30348 Allen, TX™75013 Chester, PA 19106
1-800-525-6285 1-888-397-3742 1-800-680-7289
www.equifax.com www.experian.com www.lransunion.com
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