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March 21, 2017 

Re: Notice of Data Breach 

Dear : 

I am writing to make you aware of a recent email spoofing attack that may affect the security f your 
personal information. We take this incident very seriously and are providing you with informati n and 
access to resources so that you can protect your personal information, should you feel it is approp · ate to 
do so. 

What Happened? On March 8, 2017, we discovered that our company was the victim of a email 
spoofing attack on January 18, 2017, by an individual pretending to be our Chief Financial Offi er. A 
request was made from what appeared to be a legitimate Schurman Retail Group ("SRG") email dress 
for all 2016 SRG employee Form W-2 information. Unfortunately, copies of all 2016 employ W-2 
forms were provided before we discovered that the request was fraudulent. We have been rking 
tirelessly to investigate and to mitigate the impact of the attack since we discovered the fraudulent nature 
of the request. 

What Information Was Involved? A file, including a copy of your IRS Tax Form W-2, was ent in 
response to the fraudulent email. An IRS Tax Form W-2 includes the following catego ies of 
information: (I) the employee's name; (2) the employee's address; (3) the employee's Social S curity 
number; and (4) the employee's wage information. Other than the information contained on t e IRS 
Tax Form W-2, no personal financial information was emailed to the external email account. 

What We Are Doing. The confidentiality, privacy, and security of our employee information is 
our highest priorities. SRG has stringent security measures in place to protect the secu ity of 
information in our possession. At this time, we have no evidence that the individual who s nt the 
fraudulent email accessed our computer network or that our IT systems were otherwise comprom ed by 
this attack. In addition, as part of our ongoing commitment to the security of personal inform ion in 
our care, we are working to implement additional safeguards and provide additional mandatory t aining 
to our employees on safeguarding the privacy and security of information on our systems. W have 
contacted the IRS and will be contacting the relevant state Attorneys General. 

As a precaution for those individuals affected by this incident, we have arranged to have AllC 
protect your identity for 24 months at no cost to you. The cost of this service will be paid for b 

we are not able to act on our behalf t 




